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How to review SSL certificates
In Google Chrome

(Other browsers have similar instructions)
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Step 1 (Go to Settings.)
To access settings:
Select the three dots located in the top right of your web browser. (Figure 1)
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Next select the “Settings” option. (Figure 2)
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Step 2 (Select the Manage Certificates)
To access Manage Certificates:
Locate the heading “Privacy and Security” and then select “Security”. (Figure 3)
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Next scroll down and select the option “Manage Certificates”. (Figure 4)
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Step 3 (Review the Trusted Root Certificates)
To review the certificates:
Select the option “Trusted Root Certificates” (See Figure 5)
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Scroll through the certificates looking for suspicious organization names (See Figure 6)
You should not see names related to banks, online retailers, etc.
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If you see a certificate that looks suspicious, click on it once with your mouse. (See Figure 7)
Only manually added certificates will allow you to remove them. If the remove option is

available, it’s very possible that certificate could be malicious. When in doubt, get additional

help.
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